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Abstract

Definition

A supplier of a high-risk artificial intelligence system (high-risk AI system),
such as a classifier that screens medical images, must be able to state how much
a prediction can change when the feature vector of a data point is perturbed
slightly. Sobolev spaces make such a statement precise: they consist of the
functions whose derivatives, in a generalized sense, have bounded size (Evans,
2010, Ch. 5).

The generalization is needed because the functions of interest are typically
not differentiable everywhere. A function g; is a weak partial derivative of
f:Q — R, on an open set Q C R?, if
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holds for every infinitely differentiable ¢ that vanishes outside a bounded subset
of Q (Evans, 2010, Sect. 5.2). The identity is integration by parts, with all
derivatives moved onto ¢. Both sides are Lebesgue integrals, so f and g; need
only be integrable on bounded subsets of Q. For an integer k > 1 and p € [1, o0,
the Sobolev space W#P(€) consists of the functions whose weak derivatives up
to order k exist and have finite ||| ; the case p = 2 gives the Hilbert space
HF(Q) = Wk2(Q).

The case that matters most for machine learning (ML) is W':°°, the functions
with a bounded weak gradient. A function f belongs to it, with

sup[[Vf (%)l < L,
xEN

precisely when it is Lipschitz continuous with constant L (Evans, 2010, Sect. 5.8).
The bound therefore reads as a robustness guarantee: perturbing a feature vec-
tor by & changes the value of f by at most L||d||,. Fig. [l contrasts a function
with a bounded weak gradient and one without.
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Figure 1: Two functions on R and their weak derivatives (dashed). Left: a
kinked function is not differentiable at the kink, yet its weak derivative exists
and stays within +L, so the function lies in W1 and is Lipschitz continuous
with constant L. Right: a function with a jump has no weak derivative that
is a function (filled and open circles mark the two one-sided values); no bound
L exists, and an arbitrarily small perturbation of z changes the value by the
height of the jump

The bound is what turns robustness into a number that can be computed
and declared. Consider a binary classification hypothesis h(x) = sign(f(x))
with f € W and constant L. If | f(x)| = 7, then every perturbation § with
l6]], < v/L leaves sign(f(x+ d)) unchanged, since the value of f moves by less
than . The radius /L is a certified robustness guarantee against an adversarial
attack (Tsuzuku et al., 2018). For a linear classifier f(x) = w'x + b the weak
gradient is the constant w, and /L is the distance of the feature vector from
the decision boundary (see support vector machine (SVM)).

An artificial neural network (ANN) with rectified linear unit (ReLU) activa-
tion functions is the case that makes the weak derivative indispensable: such a
hypothesis is piecewise linear, so its classical gradient does not exist along the
kinks, while its weak gradient exists and is bounded by the product of the largest
singular values of the weight matrices. For a two-layer ReLU ANN on R?, that
product gives L < 4.94 while the smallest valid constant is 2.12: the bound
holds but is loose. Drawing 60000 perturbations inside the certified radius /L
produced no change of the prediction (pythondemos/sobolevspace.py). By
contrast, a decision tree is piecewise constant with jumps and has no bounded
weak gradient at all: in the same experiment, a stump changes its prediction
across a perturbation of Euclidean norm 2 - 1072, so no certified radius exists
for it, however large the margin.

A certified radius is also of regulatory interest. Article 15 of the EU Al Act
requires a high-risk Al system to reach an appropriate level of robustness and to
perform consistently, to be as resilient as possible to errors and inconsistencies,



and to have its accuracy levels and metrics declared in the instructions for use
(European Parliament and Council of the European Union, 2024). A certified
radius is such a metric: it states, as a single number, how large a perturbation
of a feature vector the prediction provably survives.

Sobolev spaces also underlie two regularizers used in ML. Penalizing the
squared H' seminorm
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expresses the smoothness assumption; its counterpart for a function defined on
the nodes of a graph replaces the gradient by differences across edges, which
is the form used by generalized total variation (GTV) and generalized total
variation minimization (GTVMin) (SarcheshmehPour et al., 2023). Penalizing
the gradient in L! instead gives total variation regularization, which allows
jumps: as a transition of width e sharpens, its squared H' seminorm grows
without bound, while its total variation stays at the height of the limiting jump
(pythondemos/sobolevspace.py). This is why total variation regularization
is used in image denoising (Rudin et al., 1992). Kernels connect to Sobolev
spaces as well. For a Matérn kernel with smoothness parameter v > 0 on a
domain  C R? with Lipschitz boundary, and for s := v + d/2 an integer,
the reproducing kernel Hilbert space (RKHS) of the kernel is W#2(Q) as a
set of functions, and the two norms are equivalent: there are c¢i,co > 0 with
cll fllwez@) < 1l < c2llfllwezq) for every f in the RKHS (Rasmussen and
Williams, 2006, Eq. 4.15; Wendland, 2005, Cor. 10.48; Kanagawa et al., 2018,
Example 2.6). The penalty term of the corresponding regularized empirical
risk minimization (RERM) is therefore a Sobolev norm, and the smoothness it
enforces is again weak: the functions of this RKHS have weak derivatives up
to order s, while they are guaranteed to be differentiable in the classical sense
only up to order v (Kanagawa et al., 2018, Remark 2.11).
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